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With the quick popularity of computer and the rapid development of Internet technology, 
country tax authorities are committed to spread and promote the online tax application. 
Declaration, tax collection, invoicing issues, tax authentication, transcription, and other series 
of tax-related jobs can be done on online tax application through Internet. Taxpayers can do a 
lot of tax-related matters without leaving home, and enjoy the convenience brought by 
modern information technology. Declaration online is the main function of online Tax 
application. The traditional online tax declaration has two major realization models: filling 
forms online called B/S mode and declaring offline by installing client software called C/S 
mode. These two kinds of modes both have certain deficiencies and defects respectively in 
ensuring data security, authenticity and reliability, in controlling concurrent pressure of 
servers and in user experience. So, in order to facilitate the use of taxpayer, reduce server 
concurrent pressure, also more to meet the requirements of the declaration data security, 
authenticity and reliability, the electronic taxation reporting forms system has been developed 
Oriented Information Security. In this system, the Adobe LiveCycle technology is applied to 
develop the electronic taxation forms reported via offline mode. Meanwhile, the PKI 
technology, CA authentication, digital signature and the password techniques are used in this 
system to ensure information security and integrity. 
This dissertation firstly introduces the system development background, analyzes the 
present development situation of the domestic and foreign tax online application, and 
determines the main directions of the research. Secondly there is a brief introduction on key 
technologies used in project development. Then the dissertation discusses the goals of the 
system from the macro aspect, and analyzes the design requirements for the system from the 
functional and non-functional aspects respectively. Subsequently, the dissertation focuses on 
the design of system. It not only puts forward the goal and principle of system design, but also 
introduces the system of physical structure and software architecture, classifies three function 















introduces the design process of the declaration module in details, describes the database 
design, and separately outlines the analysis of system safety design. Regarding the system 
realization, this dissertation presents the system development and operation environment, 
demonstrates the main interface and key code, and introduces the running and debugging 
status of the system. Finally, there are the conclusions and outlook of online tax application 
system. 
 































第一章 绪论 ......................................................................................................... 1 
1.1 系统开发背景及意义 .................................................................................................. 1 
1.2 国内外发展现状 .......................................................................................................... 2 
1.3 主要研究内容 .............................................................................................................. 4 
1.4 论文结构安排 .............................................................................................................. 4 
第二章 系统关键技术 ......................................................................................... 6 
2.1 数字签名 ..................................................................................................................... 6 
2.1.1数字签名的由来 ............................................................................................... 6 
2.1.2数字签名的原理 ............................................................................................... 6 
2.1.3数字签名的分类 ............................................................................................... 7 
2.1.4数字签名的功能 ............................................................................................... 7 
2.2 PKI 技术 ...................................................................................................................... 8 
2.2.1定义 ................................................................................................................... 8 
2.2.2组成 ................................................................................................................... 8 
2.2.3提供的服务 ....................................................................................................... 9 
2.2.4基于 PKI的安全模型 ....................................................................................... 9 
2.3 Adobe LiveCycle ....................................................................................................... 9 
2.3.1 PDF .................................................................................................................. 10 
2.3.2定义 ................................................................................................................. 10 
2.3.3 组件 ................................................................................................................ 11 
2.4 J2EE ........................................................................................................................... 11 
2.4.1体系结构 ......................................................................................................... 12 
2.4.2 J2EE 核心技术 ............................................................................................... 13 















第三章  系统需求分析 ..................................................................................... 15 
3.1 系统的目标 ................................................................................................................ 15 
3.2 功能需求分析 ............................................................................................................ 16 
3.2.1用户登录 ......................................................................................................... 16 
3.2.2申报表下载 ..................................................................................................... 16 
3.2.3申报表填写和提交 ......................................................................................... 16 
3.2.4申报结果查询 ................................................................................................. 16 
3.3 用户角色分析 ............................................................................................................ 16 
3.4 用例图 ........................................................................................................................ 17 
3.5 非功能性需求分析 .................................................................................................... 17 
3.5.1安全性 ............................................................................................................. 17 
3.5.2真实性 ............................................................................................................. 18 
3.5.3可靠性 ............................................................................................................. 18 
3.5.4离线方式 ......................................................................................................... 18 
3.5.5可操作性 ......................................................................................................... 18 
3.5.6可扩展性 ......................................................................................................... 18 
3.6 本章小结 ................................................................................................................... 18 
第四章 系统设计 ............................................................................................... 20 
4.1 系统设计目标与原则 ................................................................................................ 20 
4.1.1数据的安全性 ................................................................................................. 20 
4.1.2表单填写的离线模式 ..................................................................................... 21 
4.1.3系统的并发性 ................................................................................................. 21 
4.1.4 易操作性 ........................................................................................................ 21 
4.2 系统的架构设计 ........................................................................................................ 21 
4.2.1系统的物理架构 ............................................................................................. 22 
4.2.1.1税局宏观的网络拓扑 ................................................................................. 22 















4.2.2系统软件架构 ................................................................................................. 23 
4.3 总体流程图 ................................................................................................................ 25 
4.4 系统的模块设计 ........................................................................................................ 27 
4.4.1功能模块图 ..................................................................................................... 27 
4.4.2下载申报表 ..................................................................................................... 28 
4.4.3提交申报表 ..................................................................................................... 29 
4.4.4结果查询下载 ................................................................................................. 32 
4.5 数据库设计 ................................................................................................................ 33 
4.6 系统安全设计 ............................................................................................................ 36 
4.6.1系统面临的安全隐患 ..................................................................................... 36 
4.6.2硬件的安全 ..................................................................................................... 37 
4.6.3登录时的 CA认证 ........................................................................................... 37 
4.6.4表单的数字签名 ............................................................................................. 38 
4.6.5提交表单的加密处理 ..................................................................................... 38 
4.7 本章小结 .................................................................................................................... 39 
第五章 系统实现与测试 ................................................................................... 40 
5.1 系统开发和运行环境 ............................................................................................... 40 
5.1.1开发环境 ......................................................................................................... 40 
5.1.2运行环境 ......................................................................................................... 41 
5.2 主要界面 ................................................................................................................... 41 
5.2.1登录界面 ......................................................................................................... 41 
5.2.2下载申报表界面 ............................................................................................. 42 
5.2.3 提交申报表界面 ............................................................................................ 43 
5.2.4 结果查询下载界面 ........................................................................................ 44 
5.3 关键代码 ................................................................................................................... 45 
5.3.1登录模块 ......................................................................................................... 45 















5.3.3数字签名 ......................................................................................................... 48 
5.3.4提交申报表 ..................................................................................................... 49 
5.4 系统测试 ................................................................................................................... 50 
5.4.1 测试环境 ........................................................................................................ 51 
5.4.2 测试过程 ........................................................................................................ 51 
5.4.3 测试结果 ........................................................................................................ 52 
5.5 运行情况 ................................................................................................................... 53 
5.6 本章小结 ................................................................................................................... 53 
第六章 总结与展望 ........................................................................................... 54 
6.1 总结 ........................................................................................................................... 54 
6.2 展望 ........................................................................................................................... 55 
参考文献 ............................................................................................................. 56 
















Chapter 1 Introduction ..................................................................................... １ 
1.1 Background and Significance of System Development ............................................ 1 
1.2 Domestic and Foreign Research Profile .................................................................... 2 
1.3 Main Research Contents ............................................................................................. 4 
1.4 Framework of Dissertation ......................................................................................... 4 
Chapter 2 Introduction to The Related Technologies ...................................... 6 
2.1 Digital Signature .......................................................................................................... 6 
2.1.1 Origin of Digital Signature .................................................................................. 6 
2.1.2 Principle of Digital Signature .............................................................................. 6 
2.1.3 Classification of Digital Signature ...................................................................... 7 
2.1.4 Function of Digital Signature .............................................................................. 7 
2.2 PKI Technology ........................................................................................................... 8 
2.2.1 Definition ............................................................................................................ 8 
2.2.2 Components ......................................................................................................... 8 
2.2.3 Services ............................................................................................................... 9 
2.2.4 Security Model Base on PKI ............................................................................... 9 
2.3 Adobe LiveCycle .......................................................................................................... 9 
2.3.1 PDF .................................................................................................................... 10 
2.3.2 Definition .......................................................................................................... 10 
2.3.3 Components ....................................................................................................... 11 
2.4 J2EE ............................................................................................................................ 11 
2.4.1 Architecture ....................................................................................................... 12 
2.4.2 J2EE Core Technology ...................................................................................... 13 















Chapter 3 System Analysis ............................................................................... 15 
3.1 Goal of System Design............................................................................................... 15 
3.2 Functional Requirements ......................................................................................... 16 
3.2.1 User Login ......................................................................................................... 16 
3.2.2 Forms Download ............................................................................................... 16 
3.2.3 Forms Fill Out and Submit ................................................................................ 16 
3.2.4 Reporting Results Query ................................................................................... 16 
3.3 Analysis of User Roles ............................................................................................... 16 
3.4 Use Case Diagram ..................................................................................................... 17 
3.5 Non-functional Requirements .................................................................................. 17 
3.5.1 Security .............................................................................................................. 17 
3.5.2 Authenticity ....................................................................................................... 18 
3.5.3 Reliability .......................................................................................................... 18 
3.5.4 Offline Mode ..................................................................................................... 18 
3.5.5 Practicality ......................................................................................................... 18 
3.5.6 Scalabity ............................................................................................................ 18 
3.6 Summary .................................................................................................................... 18 
Chapter 4 System Design .................................................................................. 20 
4.1 Objectives and Principles ......................................................................................... 20 
4.1.1 Data Security ..................................................................................................... 20 
4.1.2 Forms Filled In Offline Mode ........................................................................... 21 
4.1.3 Concurrency of The System .............................................................................. 21 
4.1.4 Operability ......................................................................................................... 21 
4.2 Architecture of The System ...................................................................................... 21 
4.2.1 Physical Architecture ......................................................................................... 22 















4.3 General Flow Chart .................................................................................................. 25 
4.4 Model Design ............................................................................................................. 27 
4.4.1 Function Models Figure .................................................................................... 27 
4.4.2 Forms Download ............................................................................................... 28 
4.4.3 Forms Submit .................................................................................................... 29 
4.4.4 Reporting Results Query and Download ........................................................... 32 
4.5 Database Design ......................................................................................................... 33 
4.6 Security Design .......................................................................................................... 36 
4.6.1 Security Risks .................................................................................................... 36 
4.6.2 Hardware Aspects .............................................................................................. 37 
4.6.3 CA Anthenticate ................................................................................................ 37 
4.6.4 Digital Signature ............................................................................................... 38 
4.6.5 Encryption ......................................................................................................... 38 
4.7 Summary .................................................................................................................... 39 
Chapter 5 System Implementation .................................................................. 40 
5.1 Development and Runtime Environment ............................................................... 40 
5.1.1 Development Environment ............................................................................... 40 
5.1.2 Runtime Environment ....................................................................................... 41 
5.2 Primary Interfaces .................................................................................................... 41 
5.2.1 Login Page ......................................................................................................... 41 
5.2.2 Forms Download Page ...................................................................................... 42 
5.2.3 Forms Submit Page ........................................................................................... 43 
5.2.4 Reporting Results Query and Download Page .................................................. 44 
5.3 Key Code .................................................................................................................... 45 
5.3.1 Login ................................................................................................................. 45 
5.3.2 Forms Download ............................................................................................... 45 















5.3.4 Forms Submit .................................................................................................... 49 
5.4 Debugging .................................................................................................................. 53 
5.4.1 Environment ...................................................................................................... 51 
5.4.2 Process ............................................................................................................... 51 
5.4.3 Result ................................................................................................................. 52 
5.5 Running Status of The System ................................................................................. 53 
5.6 Summary .................................................................................................................... 53 
Chapter 6 Conclusions and Future Work ....................................................... 54 
6.1 Conclusions ................................................................................................................ 54 
6.2 Future Work .............................................................................................................. 55 
References .......................................................................................................... 56 
































































































Degree papers are in the “Xiamen University Electronic Theses and Dissertations Database”. Full
texts are available in the following ways: 
1. If your library is a CALIS member libraries, please log on http://etd.calis.edu.cn/ and submit
requests online, or consult the interlibrary loan department in your library. 
2. For users of non-CALIS member libraries, please mail to etd@xmu.edu.cn for delivery details.
厦
门
大
学
博
硕
士
论
文
摘
要
库
